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Symbolic execution (SE) tools often rely on intermediate languages (ILs) to support multiple programming
languages, promising reusability and efficiency. In practice, this approach introduces trade-offs between
performance, accuracy, and language feature support. We argue that building SE engines directly for each
source language is both simpler and more effective. We present SOTERIA, a lightweight OCaml library for
writing SE engines in a functional style, without compromising on performance, accuracy or feature support.
SOTERIA enables developers to construct SE engines that operate directly over source-language semantics,
offering configurability, compositional reasoning, and ease of implementation. Using SOTERIA, we develop
SoTERIA®YT, the first Rust SE engine supporting Tree Borrows (the intricate aliasing model of Rust), and
SOTERIA®, a compositional SE engine for C. Both tools are competitive with or outperform state-of-the-art
tools such as Kani, Pulse, CBMC and Gillian-C in performance and the number of bugs detected. We formalise
the theoretical foundations of SOTERIA and prove its soundness, demonstrating that sound, efficient, accurate,
and expressive SE can be achieved without the compromises of ILs.
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1 Introduction

In the last two decades, a number of symbolic execution (SE) tools were designed with the intent of
supporting multiple languages, including Infer [11, 32] for Java, C, Hack, and Python, Gillian [22, 38]
for JavaScript, C, and Rust [4], as well as others [1, 10, 42]. To do this, each such tool relies on an
intermediate language (IL) and offers an SE engine that can execute IL code. A putative advantage of
having an IL is that one can avoid re-implementing an SE engine for each new language L: instead,
one can obtain it by compiling L to IL. In this work, we argue that one should implement an SE
engine for each language and start by addressing two arguments commonly made in favour of ILs.
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Argument 1: Design once, use often! This oft-touted mantra of ILs refers to their reusability when
adding support for a new language. In practice, however, designing both an efficient and sufficiently
expressive IL is far from straightforward, and it requires foresight to predict all possible features
in future languages. In our experience, this then results in either a bloated IL that is inefficient, or
an incomplete IL that cannot support the desired features. In the latter case, one can either revisit
the IL to extend it with the required features, defeating the goal of ‘design once’; forgo supporting
these features altogether, resulting in incomplete reasoning; or extend the compiler with complex
pre-analyses to offset the lack of support in the IL, resulting in ad hoc solutions.

Practically all three of these IL-related issues—inefficiency, incompleteness, and ad hoc solutions—
are illustrated in the various attempts of existing tools to analyse Rust using ILs, such as CBMC’s
GOTO [30] (used by Kani [57]) or GIL (used by Gillian-Rust [4]). For example, GOTO does not
support detecting uninitialised memory accesses, which are undefined behaviours (UBs), and so the
Kani compiler performs an entire points-to analysis to enable this detection, which still remains
incomplete. Further, detecting aliasing violations as per the intricate Tree Borrows [58] aliasing
model of Rust remains entirely beyond the reach of Kani. On the other hand, Gillian-Rust encodes
Rust pointers and mutable borrows in creative ways because GIL does not have the constructs to
express these concepts naturally, hindering the expressivity and efficiency of the analysis.

Note that although using an existing IL (e.g. LLVM-IR or Wasm) eschews the need for a dedicated
compiler, it often leads to inaccurate analyses. This is because existing compilers are not semantics-
preserving [55] and erase UBs and other information deemed irrelevant to the IL. As such, analysing
the resulting IL code may lead to false negatives. For instance, Wasm does not encode any information
required for reasoning about Tree Borrows, and hence Owi [1], an SE engine with Wasm as its IL,
cannot find aliasing bugs. Moreover, compilation causes Owi’s IL code to grow substantially in size,
which is likely to make its Rust analysis less efficient. All of this leads us to our first claim:

Claim 1: IL-design is a trade-off between performance, accuracy, and comprehensive support for
language features, and one cannot maximise all aspects of this trio at once. A dedicated analysis can.

Argument 2: Prove once, use often! From the meta-theoretical point of view, an IL-based SE engine
can be proven sound against its IL once and for all, and then all existing and future analyses built
over the IL should inherit its soundness guarantees. This, however, makes a significant assumption,
namely that the source-to-IL compiler is also sound. Not only is this often not the case in prac-
tice [27], verifying (proving sound) a compiler designed for analysis is a highly challenging task [44].
Moreover, as discussed above, compilers often erase UBs and other information unsupported or
deemed irrelevant by the IL, leading to gaps in expressivity or even false negatives in the analysis
(e.g. such false negatives occur in Gillian-C, see §5). This brings us to our second claim:

Claim 2: A trustworthy interpreter for L is not harder to write than a trustworthy L-to-IL compiler.

The SoTERIA Framework. Motivated by our two claims above, we present SOTERIA, a simple, yet
powerful, OCaml library for writing SE engines. A key novelty of SOTERIA is that it abstracts the
fixed-IL aspect of the analysis, allowing one to construct an SE engine that operates directly on the
source language or on an IL close to the source-language semantics. SOTERIA provides a monadic
interface, together with intuitive syntactic sugar, to write SE engines in functional style. To show
the utility of SoTERIA, we build two SE engines over it: SOTERIA®T, our automated symbolic
testing engine for Rust; and SOTERIA®, our automated, compositional, bi-abduction engine for C (see
below). Using these two case studies, we show the advantages of SOTERIA along several dimensions.

First, we show that SOTERIA yields highly performant engines comparable or better than the
state of the art. For example, SOTERIA®"T competes in performance with Kani (a Rust SE engine
maintained by a team of AWS engineers over the last four years) [57], while covering a significantly
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larger subset of the Rust semantics (see §4). To our knowledge, SOTERIA®®" is the first SE engine to
support detecting bugs related to the Tree Borrows aliasing model [58], while no existing verification
tool 3, 4, 19, 21, 24, 26, 31, 33] supports Tree Borrows. Notably, using SOTERIA®"®T we detected and
reported a potential bug in hashbrown [48], the second-most-downloaded Rust crate [49] (see §4).

Second, we show that building SE engines over SOTERIA is simple: as presented here, SOTERIA®"ST
took a first-year PhD student merely eight months to implement. This is partly due to the simple
monadic interface of SOTERIA that allows one to write SE engines in a functional style that closely
resembles a concrete interpreter for the source language, and partly because SOTERIA provides a
library of reusable components that can be used across engines. Indeed, the student re-used many of
the components already developed for SOTERIA® in SOTERIARUST.

Finally, we formalise the soundness guarantees of SOTERIA and the engines built over it. Specifi-
cally, following previous work [5], we formalise the theoretical foundation of SOTERIA and prove
that the symbolic interpreters built over it are sound as long as they meet certain conditions (§6).

We further highlight that SOTERIA is highly flexible and configurable in three ways. First is the
choice of the source language: clients of SOTERIA can build analyses over it for any language L, so
long as they develop an interpreter for L. More notably, they inherit the soundness guarantees of
SoTERIA by construction, provided they meet the conditions of §6.

Second, SOTERIA is designed to come with batteries included and provides out-of-the-box support
for logging and statistics. Indeed, logs in SOTERIA are often more informative than those in IL-based
frameworks, as they relate directly to the relevant source code rather than to the IL.

Third, inspired by Loow et al. [35], SOTERIA can be configured to perform analysis in one of
two modes: under-approximate (UX) analysis for bug catching [43, 46] (as in Pulse [32]), or over-
approximate (OX) analysis for bounded verification (as in e.g. CBMC). Specifically, the analysis mode
m is passed to the SE monad at the core of SOTERIA, which determines the execution path exploration
strategy a la m (exploring all paths in OX and some paths up to a depth in UX). Importantly, our
monadic approach is also compatible with unbounded verification using compositional SE [5, 28].

Lastly, SOTERI1A is flexible enough to implement various analyses as long as they can be expressed
as symbolic execution. Bounded whole-program symbolic testing (WPST) is one such analysis (as in
CBMC [30]); bug-finding by means of under-approximate bi-abduction (as in Pulse [32]) is another
(as per [23, 35, 36]). For instance, SOTERIA® supports both WPST and fully automatic bi-abductive
bug detection. As we show in §5, WPST in SOTERIAC is competitive in performance with CBMC.
Moreover, its compositional capabilities are competitive in performance with the industry-grade
Infer.Pulse (henceforth Pulse) tool, while being an order of magnitude faster than Gillian-C [38].

Contributions and Outline. Our contributions, described intuitively in §2, are as follows.

(§3) We present SOTERIA, a functional library for building automated, industry-scale SE engines.

(§4) We describe SOTERIA®®T, our Rust SE engine that outperforms the state of the art in bug
finding capabilities, and is the first SE engine to support Tree Borrows.

(§5) We present SOTERIAS, our SE engine for C that supports both WPST and fully automated bug
detection using bi-abduction. SOTERIA® is comparable to the industry-grade Pulse tool and
outperforms Gillian-C (factor of 2) and CBMC (by an order of magnitude).

(§6) We formalise the theory behind SOTERIA and prove the soundness of its guarantees.

(§7) We discuss key design choices we made in SOTERIA and their limitations.

(§8) We conclude with a discussion of related work.

2 Overview: Build Your Own Symbolic Execution Engine for LANG over SOTERIA

We depict an overview of the SOTERIA architecture in Fig. 1. SOTERI1A is an efficient, functional
programming library written in OCaml that provides:
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Fig. 1. Overview of the SoTERIA architecture

a monadic interface with all required primitives to write a symbolic execution (SE) engine;
an efficient implementation of this interface, parametrised on a user-defined value language;
a pre-defined instantiation of the value language for convenience;

pragmatic, developer-friendly tooling for aggregating statistics and logs; and

ready-made data structures for SE that can be soundly used within symbolic computations.

We present a didactic overview of SOTERIA as a tutorial on using it to implement a symbolic
interpreter. We do this for a simple side-effect-free expression language, LANG. Our aim is not to
give an exhaustive account of SOTERIA’s features, but rather an intuitive account of using it. For
lack of space we elide the details unnecessary for understanding the intuition behind SOTER1A.
Nevertheless, we present the full details in the extended version [59]. The LANG syntax is standard
and comprises the expected constructs of let-binding, if-else branching, and so forth.

Preliminiary: Custom Let-Operators in OCaml. SOTERIA makes extensive use of OCaml’s custom
let-operators, which (though daunting at first glance) are simply syntactic sugar for a monadic bind
operator. Specifically, given a monad M, one can define let ( letx )= M.bind, whereafter OCaml
will desugar each subsequent occurrence of letx x = el in e2 to M.bind el (fun x — e2).

Preliminary: ConcreteMoyadic[nterpreter. In th‘e let ( let* ) = ExecutionMonad.bind
snippet across we define a simple concrete monadic 1.t eyal subst expr -
interpreter for the 1f construct of LANG. We de-  match expr with
fine the interpreter using OCaml syntax and in- | If (cond, then_e, else_e)—
troduce concepts required to later understand et condvisSevalisubsticondidn s
SoTERIA. First, we assign the monadic bind op- HOA GRS DO SO I S

K if cond_b then eval subst then_e
erator of the ExecutionMonad (defined in the ex- len aval subst else e
tended version [59]) to the letx operator. Effec-
tively, letx x = el in e2 executes the monadic computation e1, which may be non-deterministic
and may error (i.e. it returns a set of results that are either values or errors). Each error result of
el is propagated to the set of final results; for each successful (non-error) result v, it continues by
executing e2 with x bound to v.

When interpreting the If construct, we first evaluate the guard cond; once again it may error and
yield multiple values. For each successful result cond_v, we convert it to an OCaml boolean cond_b
using bool_of_val, which may also error if cond_v is not a boolean (i.e. if the evaluated program is
ill-typed). Finally, if cond_b is true, we evaluate expression then_e; otherwise, we evaluate else_e.

Note that this interpreter, while written in OCaml syntax, might not be computable: evaluating an
expression may result in infinitely many results, e.g. evaluating NondetInt can yield any integer. For
instance, the program below yields the (infinite) set of results {(ok, x) | x > 5} U {(err,x) | x < 5}.

Let x = NondetInt in (If (x > 5) then Ok x else Error x)
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Symbolic Interpreter with SOTERIA. Lifting our 1.4 ¢ jets ) = Symex.Result.bind
concrete interpreter above to a symbolic one is  let eval subst expr =
straightforward, as shown across. It is almost match expr with
identical to the concrete interpreter, except that | If (cond, then_e, else_e)—

(1) letx is now bound to the Symex.Result.bind LR GOy i eval subst cond in 3

R let* cond_b = bool_of_val cond_v in
operator, sequencing symbolic computations; and if%sat cond b then eval subst then e
(2) instead of branching on a concrete boolean us- " else eval subst else_e
ing if, we branch on a symbolic one using if%sat.

A symbolic computation is a computation that depends on symbolic variables, which represent
unknown values. A symbolic computation yields a set of results; each result is associated with a
path condition, a symbolic boolean (boolean expression with symbolic variables) constraining the
symbolic variables under which the result occurs. For instance, consider the example above. During
SE, NondetInt will yield a single branch where x is bound to a fresh symbolic variable X representing
an unknown integer, with the path condition true (i.e. with no constraint on x). Indeed, this is a
key advantage of SE: infinitely many branches of concrete execution can be represented by a finite
number of symbolic branches with symbolic variables. The Symex.bind operator sequences symbolic
computations by simply threading the path conditions appropriately within each branch.

The if%sat construct (which is syntactic sugar for the SOTERIA Symex.branch_on primitive - see §3),
lifts the concrete notion of conditional branching to the symbolic world. Its condition is a symbolic
boolean (rather than a concrete one), i.e. a boolean expression that may depend on symbolic
variables. It then behaves as expected for SE. First it checks if the guard (x > 5 in the example
above) is satisfiable; if so, then it executes the then branch. Next, it also checks if the negation of
the guard (x < 5 in the example above) is satisfiable; if so, then executes the else branch. As such,
the SE of the example above returns two branches: (1) (ok : X | X > 5), the (then) branch resulting
in the successful result ok : X with path condition X > 5; (2) {err : X | X < 5), the (else) branch
resulting in the error result err : X with path condition X < 5.

The SoTERrIA Symex Module. The symbolic interpreter described above is implemented using our
Symex module in SOTERIA. In addition to the letx and if%sat, the Symex module provides a number
of primitives that enable users to write efficient symbolic interpreters from scratch with minimal
effort. These primitives include e.g. nondet for introducing fresh symbolic variables, or branches
for creating multiple branches from a list of computations. The latter is useful for modelling real
non-determinism (e.g. allocation that may succeed or fail). Finally, symex provides the run function
that receives three arguments: (1) a symbolic computation; (2) an ‘execution mode’ that determines
whether the analysis is over-approximate (OX) or under-approximate (UX) (inspired by [35]); and
(3) an optional fuel to limit the breadth and depth of execution (infinite by default). It then executes
the computation and returns a list of results, each paired with its path condition.

SoTERIA provides pre-defined common data structures (Data module) and state monad transform-
ers (State module) that can be soundly used within symbolic computations, enabling code sharing
between various interpreters. Through this reusability and its Symex module, SOTERIA simplifies the
task of developing efficient SE engines. For instance, as we show in §4, this enabled a first-year PhD
student to develop a highly efficient Rust SE engine that is competitive in performance to the state-
of-the-art tool Kani [57] by AWS (developed and maintained by seasoned industry engineers in the
last four years), while covering a substantially larger subset of Rust, including Tree Borrows [58].

Symbolic Values and Solvers. SOTERIA is highly general in that users can obtain a bespoke Symex
module tailored to their needs. Specifically, SOTERIA provides a functor, Soteria.Symex.Make: given
a module implementing the SOTERIA Solver interface, it produces a Symex module tailored to the
symbolic value language that the solver can reason about. In the case of LANG above, symbolic

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 228. Publication date: June 2026.



228:6 Sacha-Elie Ayoun, Opale Sjostedt, and Azalea Raad

values need only to range over integers and booleans; as such, the symbolic value language supplied
to Soteria.Symex.Make only needs to implement these two sorts, as well as operations that may cause
branching, e.g. integer comparison. Given such a solver, let us call it Simple_solver, the Symex module
above can be simply obtained by a single line: module Symex = Soteria.Symex.Make (Simple_solver).

In practice, users of SOTERIA may often want to re-use an existing solver implementation rather
than implementing their own from scratch. To this end, SOTERIA comes with a pre-defined solver
module BV_solver (described later in §3.1) that implements a symbolic value language based on
bit-vectors, comes with several important optimisations, and uses Z3 as its underlying SMT solver.
That is, while SoTER1A affords its users the flexibility to supply their own solvers, it also comes
packaged with efficient, general purpose and ready-to-use components out of the box.

Guarantees. The SOTERIA Symex monad provides important soundness guarantees, summarised
as follows. (1) Primitives of the Symex monad are sound against their concrete counterparts; e.g.
symex.nondet indeed abstracts over concrete non-determinism; (2) sequential composition of sound
symbolic computations is sound against the sequential composition of their concrete counterparts;
(3) the symbolic ifxsat construct is sound against the concrete if construct. While the user must
ensure they compose sound primitives that faithfully capture the concrete semantics of their
interpreted language, we believe that doing so is no more difficult than writing a correct compiler.

Finally, SoTER1A provides out-of-the-box support for logging and statistics. Logging in SOTERIA is
directly integrated in SE: users can log messages at any point of execution, and SOTERIA can create
an HTML report that groups logs by execution path (see extended version [59] for an example).

3 Implementation

Recall from §2 that SOTERIA comprises several components as depicted in Fig. 1. In what follows, we
detail the implementation of the Solver, Symex, and Data modules. We highlight several optimisations
we have implemented in SOTER1A, and we signpost them clearly with labels Oi. These optimisations,
while minor in isolation, have been carefully designed to work in synergy and have a significant
impact on the overall performance of symbolic execution.

3.1 Solver and Values

Recall that symbolic execution (SE) uses symbolic variables to abstract over sets of values. As
discussed in §2, SOTERIA is parametric in its choice of symbolic variables. Specifically, instantiating
symbolic variables in SOTERIA requires implementing the value and Solver modules. The value
module describes the carrying type of symbolic values (or symbolic expressions), while the Solver
module describes a stateful object to which constraints (i.e. boolean symbolic values) can be added,
and which has a check_sat function checking whether the current set of constraints is satisfiable.
These two modules have clearly defined interfaces, and the arrows in Fig. 1 indicate that Symex
depends on the interfaces of Solver and value, while clients of SOTERIA may additionally depend
on the implementation of value, which is necessary to construct symbolic values in the first place.

The Value Interface. The value interface (slightly simplified here for clarity) exposes a minimal
set of operations and types required to manipulate symbolic values during SE. It exposes two types:
(1) t, carrying values (a popular OCaml convention is to name the main type of a module as ‘t’),
and (2) ty, carrying physical representations of the type of symbolic values. The interface also
exposes mk_var : Var_id.t — ty — t to create symbolic variables from a variable identifier and a
type; not : t — t to negate symbolic booleans, necessary for defining if%sat where both the guard
and its negation must be checked for satisfiability; and as_bool : t — bool option to concretise a
symbolic value as a concrete boolean where possible (and otherwise returning None). The interface
also contains operations for pretty-printing and variable substitution (omitted for brevity).
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The Solver Interface. The solver interface defines a ‘solver’ of type t as an object to which con-
straints (boolean symbolic values) can be added using add_constraints. One can check whether the
current state satisfies these constraints using check_sat, which returns SAT, UNSAT or UNKNOWN
(the solver_result.t type). The current state also records the symbolic variables currently in scope,
allowing to create fresh variables using fresh_var. A solver must be incremental: it must support
saving the current state using save, backtracking the last n checkpoints using backtrack_n, and
resetting to the initial state using reset. The solver must provide a way to copy the current state of
the solver as a list of boolean symbolic values using as_values. Finally, it must provide the simplify
procedure to simplify a given symbolic value according to the current set of constraints; this is
particularly important to enable optimisations in the SE monad, as we discuss below.

module type Solver = sig
module Value : Value.S
type t
val add_constraints : t— Value.(sbool t) list — unit
val check_sat : t— Solver_result.t
val fresh_var : t— 'a Value.ty — Var_id.t
val save : t— unit
val backtrack_n : t— int — unit
val reset : t— unit
val as_values : t— 'a Value.t list
val simplify : t— 'a Value.t— 'a Value.t
end

Note that this interface is already implemented by SMT solvers such as Z3 or CVC5, which support
incremental solving via push/pop commands. As such, one can simply wrap such a solver directly
behind this interface and use the solver expression language as the symbolic value representation.
However, by keeping the value opaque, we allow for arbitrary abstract implementations of symbolic
values, which may enable simplifications that are more tailored to the SE use case. Similarly, using
the Solver interface directly with an SMT solver is inefficient in practice, as SMT solvers are often
designed to solve large batches of constraints at once, rather than incrementally adding small
constraints. These two insights motivated the design of the BV_solver implementation.

BV_wvalues. The Bv_value module implements the value interface, using bitvectors to represent
most symbolic values. Specifically, a symbolic value’s type is either a bitvector of a given size, an
IEEE float of a given precision, a location (memory object identifier) represented as a bitvector, a
pointer represented as a location-offset pair (both bitvectors) a la CompCert [34], or a boolean.
This is sufficient to represent all values required to symbolically execute C and Rust programs.

Our first optimisation (01) is to hashcons [20] all values to reduce memory consumption, speed
up syntactic equality checks, and enable efficient maps and sets of symbolic values. Our second
optimisation (02) consists in hiding the data representation of symbolic values to force clients to
use constructors that eagerly perform simplifications, following work from Correnson [13]. For
instance, constructing the addition of two concrete bitvectors immediately returns their sum as
a concrete bitvector. Note that O1 and O2 synergise: simplifications ensure that certain values
cannot be constructed in the first place, normalising them to a canonical form, hence increasing
memory efficiency of the hashconsing table by reducing the number of distinct nodes.

BV_solver. The Bv_solver module implements the Solver interface using a pipeline composed of
lightweight analyses inspired by abstract interpretation, manually optimised state management,
and an underlying connection to the Z3 SMT solver.
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type t = {

The solver uses a variable counter to track which sym- var_counter: Var_counter.t;

bolic variables are currently in scope and to create fresh analyses: Analysis.t;

.. . state: Solver_state.t;
ones when requested. In our next optimisation (O3), when 23_conn: Z3_conn.t )
constraints are added using add_constraints, they are first
passed to Analysis.t, which comprises a few lightweight analyses (inspired by abstract domains) to
store a subset of the current set of constraints efficiently. For instance, our interval analysis tracks
upper and lower bounds on bitvector variables, allowing us to detect unsatisfiable constraints
(e.g. 0 < x & x < 0) quickly without calling the SMT solver, or to simplify constraints such as
0 <= x <= 0 to x = 0. Our equality analysis tracks equalities between expressions and uses a cost
function to then decide which expression to use as a canonical representative when simplifying
constraints.

After going through the analyses, constraints that have not been fully stored are added to
the solver_state.t, which is a vector of constraints. Saving and backtracking the solver state is
implemented by simply recording the size of this vector at each checkpoint.

Further, in our next optimisation (04), each constraint

. . ) X let process =
in the solver state is marked as ‘checked’ or ‘unchecked’.

letx () = Symex.assume cl in
When check_sat is called, all unchecked constraints, to- let* () = Symex.assume c2 in
gether with all constraints that share variables with them, if%sat c3 then

are sent to Z3 for checking; if Z3 returns SAT, then all
constraints are marked as checked. This avoids sending the entire set of constraints to Z3 at each
call to check_sat, which would be very inefficient in practice. O4 allows us to add several constraints
to the path condition using assume without incurring the cost of a check when they are added. To
see this, consider the following code snippet on the right.

The two calls to assume simply add c1 and c2 to the solver state as unchecked constraints. When
reaching the if%sat, a checkpoint is created, c3 is added to the solver state and all three constraints
are sent to the solver to check for satisfiability. If the result is satisfiable, all three constraints are
marked as checked. When backtracking to the checkpoint, c¢3 is removed and not c3 is added to the
solver state. Since c1 and c2 are already marked as checked, only not c3 and constraints sharing
variables with it need to be sent to the solver, which may save us from checking c1 and c2 again.

Additionally, as part of our next optimisation (05), we cache all queries previously sent to Z3; in
our Collections-C case study (§5), this reduces Z3 calls by a factor of 3.8 and execution time by a
factor of 3. This further synergises with O1, since implementing the cache becomes cheap. It also
synergises well with 02 as simplifications imply a higher probability of cache hits. In fact, we also
add construction-time transformations of symbolic values that aim to optimise caching more than
solving time, e.g. by always choosing the same ordering of operands in commutative operations.

Finally, our last optimisation (06) uses a simplify function which leverages analyses, as well as
the solver state, to perform contextual simplifications. For instance, a constraint that is already part
of the solver state is simplified to true, and its negation is simplified to false. Surprisingly, such
simple optimisations allow for significant reductions in calls to the SMT solver in practice.

We have also developed a lightweight implementation of the Solver interface without 01-06.
Our lightweight implementation is directly wrapped around Z3, using its push/pop functionality to
manage the path condition. However, we found this lightweight approach to be orders of magnitude
slower than BvV_solver empirically. We leave a more in-depth comparison as future work.

3.2 The Symex Module
The symex module provides the core primitives required to define SE. We write a clear interface

for symex so that different implementations of the SE monad can be swapped easily. For instance,
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one could design monads that explore branches in different orders (e.g. depth- versus breadth-first
exploration). We present the SOTERIA Symex interface and our implementation of it.

The Symex Interface. The symex interface exposes only core primitives required for efficient
SE. Specifically, it exposes (1) return and bind, the monadic operations for sequencing SE steps;
(2) branch_on, the desugared function underpinning if%sat; (3) branches : 'a t list — 'a t, to ex-
plore a list of branches without conditions, required to model non-determinism, e.g. allocation,
which may return either a valid allocated object or a null pointer, and val vanish: unit — 'a Symex.t,
which stops exploration of the current branch; (4) val nondet : Value.ty — Value.t t, to instantiate
an unconstrained symbolic value for a given type; and (5) run, to run an SE monad to completion,
returning a list of pairs, each comprising a final result and the path condition (as a list of constraints)
leading to this result. As shown below, the run function also takes an optional fuel parameter,
infinite by default, to limit the number of branches or steps explored during SE, as well as a mode
parameter to choose between over- (OX) and under-approximate (UX) SE.

val run:?fuel:Fuel.t — mode:Approx.t— 'a t— ('a * Value.(sbool t)) list

While these are the only core primitives required to define any symbolic computation, the Symex
interface exposes additional operations either for convenience, or because they allow for more
efficient implementations. These include assume, which adds a constraint to the path condition, and
assert, which checks if a constraint holds and stops exploring the current branch if it does not.
These two operations can be implemented using if%sat as follows:

let assume cond = if%sat cond then return () else vanish ()
let assert cond = if%sat cond then ok () else error AssertError

However, providing them as primitive operations allows for more efficient implementations that
avoid exploring unnecessary branches. For instance, as discussed above, assume may simply add
the constraint to the solver state without calling the solver immediately. It would then be the
responsibility of the run function to check the satisfiability of the path condition when reaching a
leaf of the SE tree, if not all constraints have been checked yet.

The Symex Implementation. The Symex monad should model non-determinism due to branching
and attach a state, the path condition, to each branch of the execution.

In practice, the.re.are several ways of implementing let state = ref (Solver.create ())
both non-determinism and state in OCaml. We make ¢ o0 ' ¢ = (125 unit) - unit
two design choices to improve efficiency. First, we (x = 'a Iter.t x)
utilise mutable states in OCaml and implement the
path condition as a mutable reference to a Solver.t. Second, we opt for depth-first exploration of
branches, allowing us to leverage the incremental reasoning capabilities of SOTERIA presented
above and to optimise memory sharing between branches. We do this by implementing the non-
determinism monad using idiomatic OCaml iterators, such that a symbolic computation is simply an
iterator over the leaves of the SE tree. Specifically, a symbolic computation is a function that takes
a continuation f : 'a — unit and applies it to all results of type 'a produced by the computation.

Implementing branch_on. With our design choices above, implementing branch_on is straightfor-
ward. This primitive receives a guard, two symbolic computations for the ‘then’ and ‘else’ branches,
and a continuation f. First, the guard is simplified using the solver’s contextual simplification
procedure; if simplified to true or false, we immediately execute the corresponding branch. Oth-
erwise, we (1) save the current solver state; (2) add the guard to the path condition; (3) check the
satisfiability of the path condition, and if satisfiable, we pass the continuation f to the ‘then’ branch
for execution; (4) backtrack the solver state to the saved state; (5) add the negation of the guard to
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the path condition, and (analogously) if satisfiable, we pass f to the ‘else’ branch for execution. We
present our implementation in detail in the extended version [59] for the interested reader.

3.3 The Data Module

We give a high-level overview of Soteria.Data as an example of a module that provides reusable
components on top of the symex interface. The pata module contains data structures that have been
lifted to the symbolic world, together with operations lifted to symbolic computations.

Maps. We focus on Map, a key-value map data structure which exists in the OCaml standard
library, but could not be used soundly with symbolic keys out of the box and requires a custom
symbolic implementation. For instance, consider the find_opt operation that retrieves the value
associated with a key in a map, and returns None if the key is absent.

(* 0Caml standard library x)
val find_opt : 'a Stdlib.Map.t — Key.t— 'a option

(x Soteria.Data *)
val find_opt : 'a Soteria.Map.t — Key.t— 'a option Symex.t

Let us explain why the stdlib implementation of find_opt is unsound when used with symbolic
keys, and how we address this issue in our Soteria.Data.Map implementation. When retrieving the
value associated with a key, the stdlib implementation finds an entry in the map whose key is
syntactically equal to the queried key (the same OCaml value). However, a symbolic computation
may add a map entry for symbolic key X (where X is a symbolic variable) and later attempt to
retrieve the value of symbolic key ¥ (a different variable, and hence a different OCaml object). As x
and y are different syntactically, find_opt would return None. However, this is unsound under path
condition X = ¥: the two symbolic keys are equal, and thus the entry for X should be returned when
querying for 7. On the other hand, Soteria.Data.Map uses symbolic equality (exposed by the symEq
module type) on keys and returns a symbolic computation (Symex.t) that queries the path condition
to determine if two keys are equal. Executing this symbolic computation under a path condition
that does not constrain the two key variable returns two branches: one where the keys are equal
and the entry is returned, and one where they are not and None is returned; in each branch, the
path condition is updated with the corresponding constraint (x = y or x !=y).

Branching and Optimisation. In theory, this sym- let find_opt_sym map key =

bolic implementation of find_opt (on the right) may let rec find_bindings = function
lead to an exponential blowup in the number of | [1— Symex.return None
branches when querying for a key in a map with many I (k, v) :: tl—

if%sat Key.eq key k
then Symex.return (Some v)
else find_bindings tl

entries, as each entry may be equal to the queried key
or not. In practice, however, that is not the case, thanks
to (1) the optimisations described earlier in this section,

in
(2) constraints that are already in the path conditions (* Syntactic lookup *)
when accessing such maps, and (3) additional optimi- match M.find_opt key st with

sations we have implemented in the Data.Map module. | Seie v— Syl rEturn (Sews v)
¥n particulgr, when guerying for a key, we first che<.:k ! ?i:gjindings (M.to_list map)
if the key is syntactically equal to any of the keys in
the map, which is a cheap check that may avoid branching altogether.

In general, this implementation illustrates how a call to if%sat does not necessarily lead to
branching. In fact, in the SOTERIA®"®T example we describe later in §7 (where values are inserted
into a BTreeSet ), we record more than 300M calls to if%sat, of which only 4683 branches are feasible.
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Other Data Structures. In theory, any data structure from the OCaml standard library can be
adapted in this way and used soundly in SOTERIA, so long as any of its operations that manipulate
symbolic values are lifted to sound symbolic computations using the Symex interface. For instance,
we also provide a Range module to represent pairs of symbolic integers and reason about their
ordering and inclusions.

Parametricity. soteria.Data also provides a series of module types (OCaml’s analogue of inter-
faces/typeclasses) for symbolic abstractions. For instance, it provides an interface for users to
describe “an integer” or “values that can be compared for equality” (used in the Map implementation
to characterise the type of keys). This is particularly useful since SOTERIA leaves the choice of
the representation of symbolic values to the user, and thus the pata module cannot assume e.g. a
specific representation of symbolic integers. Note that the data structures in Data are parametrised
by the choice of an SE monad Symex (itself parametrised by a solver and symbolic values). As such,
users may swap the choice of values, solvers, or even the order of branch exploration, without
having to reimplement these data structures.

4 SOTERIARYST: SOTERIA for Rust

We instantiate SOTERIA to develop SOTERIARYST,

a symbolic execution (SE) engine for Rust. As we — o=
show below, the performance of SOTERIA™"®T, @ N W Symbolie Testhg =
both in terms of speed and the bugs detected, —“%&

is comparable or often better than the state of
the art tool Kani [51] and passes a very large
fragment of the tests for Miri [12], the reference
(concrete) interpreter for Rust. SOTERIA®"T targets more Rust features than Kani: unlike Kani,
it accounts for Tree Borrows [58], the aliasing model of Rust. Unlike Miri, SOTERIA®" performs
symbolic rather than concrete testing. To our knowledge, SOTERIA®"T is the first SE engine that
supports Tree Borrows. We proceed with a description of the SOTERIA®"®T engine (§4.1) followed
by an in-depth evaluation of its performance (§4.2).

Soteria®sT backend Test
outcome

Soteria®sT frontend

Soteria library

Fig. 2. The SOTERIA®YST architecture

4.1 The SOTERIA®ST Engine

SOTERIA™®T operates on ULLBC (Unstructured Low-Level Borrow Calculus) code [26], a represen-
tation of MIR (Mid-level Intermediate Representation) designed with formal analysis in mind.
As shown in Fig. 2, SOTERIA®"ST has two fron-

let exec_stmt stmt =
tends for parsing Rust: (1) Obol, our own fron-

match stmt.kind with

t-end which directly hooks into the Rust compiler | Nop — ok ()
public API to extract ULLBC, and is tailored for | Assign (place, rval) —
efficiently extracting monomorphised code; and letx ptr= resolve_place place in

letx v = eval_rvalue rval in

(2) Charon [25], which is currently slower and sup- i, SHETE PEr e iy v

ports a smaller surface of the Rust language, but
supports polymorphic code and is therefore suitable for our planned future work on enabling
polymorphic symbolic execution in SOTERIA®"ST. We also provide a Kani-compatible API, allowing
users to run SOTERIA®T as a drop-in replacement for Kani [51] and run (existing) Kani tests with
SOTERIA®YT,

We design symbolic values by lifting Bv_values to Rust as defined in the extended version [59].
The SOTERIA®YT interpreter straightforwardly traverses the ULLBC AST from the found entry
points (a main function, or functions annotated with #[kani::proof]), executing statements and
evaluating expressions. The execution is wrapped inside a state monad, itself wrapped in the Symex
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monad of SOTERIA, allowing the state and variable store to be threaded through SE. The lifting
above shows an excerpt of the interpreter for executing the Nop and Assign statements.

The SOTERIA™T State. The SOTERIA®Y®T interpreter is parametric on a module that implements
the Rust state interface, which defines the type of the state and pointers, as well as symbolic
computations for interacting with the state using these pointers.

Currently, SOTERIA®ST provides one state implemen-
type ptr = {

tation. Its pointers, defined across, are structures com- e . BV_value.(ptr t);
prising a BV_value pointer (a pair of symbolic location tag : Tree_borrow.tag;

and offset, in the style of CompCert [34]), a Tree Borrow align : BV_Value.(nonzero t);
tag (all Tree Borrow-related terms are explained below), size : BV_value.(int t);

. . . }
and symbolic values corresponding to the alignment and type state = (x simplified )

size of the allocation the pointer points to. Keeping track  (15c  Tree_block.t * Tree_bor.t)
of the alignment and size within the pointer itself en- Soteria.Data.Map.t

ables us to efficiently check for various kinds of pointer

arithmetic mistakes, without repeatedly retrieving that information from the state. States (simplified
for presentation) are symbolic maps (implemented using Soteria.Data.Map) from symbolic locations
to memory objects. Each memory object is a pair comprising a tree block and a Tree Borrow. A tree
block (unrelated to Tree Borrow) is a data structure for efficient and automated reasoning about
symbolic byte arrays, following the design of Ayoun [5], and extended to annotate each byte with
a Tree Borrow state. The implementation of this state was greatly simplified by the data structures
provided by SOTERIA and the ability to define our own OCaml data structures and types such as
Tree Borrows, Tree Borrow blocks and Tree Borrow tags.

Tree Borrows. With these data structures in place, implementing Tree Borrows is surprisingly
simple. In the Tree Borrow model [58], reading from or writing to a byte with Tree Borrow state
s through a pointer with tag ¢ requires taking a transition in a state machine depending on s, t,
and the structure of the tree T of the Tree Borrow associated with the allocation. We can do this in
OCaml with a single a pattern match over the state s and the kind of transition (determined by ¢ and
T) to determine the next state s’, when the operation is allowed; otherwise (when it is not allowed),
we raise an error. By contrast, had we compiled Rust to an IL, we would have had to encode this
entire logic in the IL as well, significantly increasing the complexity of its implementation.

Consider the example across by Villani et al. [58]:
two mutable references x and y are created on line 5,
aliasing the same address. This is forbidden in safe
Rust, but bypassed here using raw pointers and the
unsafe keyword. When x is written to on line 6,
Tree Borrows dictate that the state of each modified
byte is updated to disable access through all other
tags, including that of y. As such, using y on line 7
triggers UB, which SOTERIA®®" correctly detects by checking the state of the tag associated with y.

fn main() {
let mut root = 42;
let ptr = &mut root as *mut i32;
let (x, y) = unsafe {
(&mut *ptr, &mut *ptr) };
*x = 13;
*y = 20; // UB: y is disabled

0 9N W =

Intrinsics. When designing SE en- ) o
. k #[rustc_intrinsic]
gnus,oneconnnonchaﬂengelstheneed pub const unsafe fn copy_nonoverlapping<T>(
to support numerous functions that are src: xconst T, dst: xmut T, count: usize)
built into the language in addition to all
language features. Rust is no exception
and defines, at the time of writing [45],
a total of 223 intrinsics. These functions

val copy_nonoverlapping
t:ty = src:ptr — dst:ptr —
count:BV_value.(int t) — unit ret
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allow for all kinds of low-level operations such as floating point arithmetic or atomic manipulation.
Unfortunately, these intrinsics are rather unstable, which could constitute a maintenance burden
over time without careful design.

To address this challenge in SOTERIA®"®T, we use the Rust signatures of these intrinsics to auto-
matically generate the corresponding OCaml signatures, together with all the necessary boilerplate
to integrate them into the interpreter. We then lift these OCaml signatures to SE computations,
receiving symbolic arguments and returning symbolic computations (hidden behind the ret type).
This design ensures that the signatures are always in sync with their ever-evolving Rust definitions,
and streamlines the addition of each new intrinsic.

Note that the developer still needs to implement the actual intrinsic itself, matching the generated
interface. In most cases, the implementation is straightforward: the average implementation is 5.6
lines of OCaml code across 165 implemented intrinsics, with the longest implementation being
35 lines of code. The challenge of handling intrinsics thus lies in keeping up to date with their
ever-evolving signatures (which our design addresses) rather than in their implementation.

RUST

4.2 Evaluation

We evaluate SOTERIA®"T against Kani and Miri. Miri is a concrete interpreter for Rust and can

detect undefined behaviours (UBs). It is the de facto tool for testing Rust code for UBs and is used
extensively by the Rust compiler team. Both Kani and Miri come with their own test suites, and we
thus evaluate all three tools on both Kani and Miri suites (§4.2.1). We further compare all three tools
on a fresh test suite that is not biased towards either tool (§4.2.2). Finally, we compare SOTERIA®YST
and Kani on the tests of a real-world Rust library, finetime [56] (§4.2.3). We run all tests on a
MacBook Pro (M4 Pro, 14 cores, 32GB RAM).

4.2.1 The Kani and Miri Test Suites. The two suites comprise 922 tests in total: 413 Kani (commit
6c2c4f0) and 509 Miri (commit ec775c1) tests. For the Kani suite, we run Kani as intended (with
//kani-flags annotations in the tests); we run Miri by replacing #[kani::proof] annotations with
#[test] and assuming they are concrete (if any Kani built-in is reached, Miri gives up, as it does
not support symbolic execution). We run SOTERIA®T with (1) unlimited fuel, ensuring all feasible
paths are explored, (2) Kani compatibility enabled, linking against the Kani library wrapper, and
(3) memory leak and aliasing checks disabled (as Kani does not check for them).

For the Miri suite, we run Miri as intended, and we run SOTERIA®"ST as is, since Miri compatibility
is built-in. We run Kani with flags uninit-checks and valid-value-checks to enable uninitialised
memory access and validity checks, ensuring a similar level of thoroughness to Miri and SOTERIA®"™.

Kani (resp. Miri) takes 18s (resp. 4s) to run its longest test, so we set a timeout of 23s (resp. 9s)
for all three tools on the Kani (resp. Miri) suite. We classify the test outcomes into four categories:
pass (where the test outcome matches the expected outcome), fail (when the test outcome disagrees
with the expected outcome), unsupported (if the tool crashes or raises an error, or a feature is not
supported), and timeout.

We present the results for each test suite in Fig. 3 (above), as well as the number of tests passed
by each tool over time (survival graph) in Figs. 3a and 3b. Unsurprisingly, both Kani and Miri
pass all tests in their respective suites; for both suites, SOTERIA®"T performs the second best and
far outperforms Kani (resp. Miri) on the Miri (resp. Kani) suite. Moreover, SOTERIA®"ST passes the
highest number of tests across both suites (86.9%). SOTERIA®”S" does not support 23 tests in total
across both suites, due to gaps in the frontend (Obol does not support Typeld), and to unsupported
features in the engine (&dyn Trait method calls where the first argument is Self, as it is unsized).
Additionally, SOTERIA®YST fails 79 tests, i.e. it either detects an error where there is none, or misses
an error. These failures, which predominantly happen in the Miri suite, are due to UB behaviours
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Tool Kani Suite Miri Suite Total

#Pass  #Fail #Unsup. #Timeout #Pass #Fail #Unsup. #Timeout % Pass
Kani 413 0 0 0 207 106 190 6 67.2%
Miri 236 8 169 0 509 0 0 0 80.8%
SOTERIA®”ST 381 18 9 5 420 61 14 14 86.9%

.................. . 500 A2 ras

400 A

100
300 A

300 1

Passed Tests
Passed Tests

200 1k Tools Tools
SoTErIARVST 200 1 P i SoTerIARVST
,

100 4 === Kani ’l === Kani
g —= Miri 100 1+ —-= Miri

""" Total : ===+ Total

0 r r T T 04— . . . . . . .
0 5 10 15 20 0 1 2 3 4 5 6 7 8 9
Time (s) Time (s)
(a) Kani suite (b) Miri suite

Fig. 3. The Kani and Miri test suite results (above); number of tests passed over time by each tool (below)

let x: ul28 = kani::any(); let x: ul28 = kani::any();
let mut count: u32 = 0; let mut count: u32 = 0;
for i in 0..u128::BITS { for i in 0..u128::BITS {

let bit = x & (1 << i); let bit = x & (1 << i);

if bit != 0 { count += 1; } count = count.wrapping_add/(
3 (bit != @) as u32);

3
assert!(count == ctpop(x)); assert!(count == ctpop(x));
(a) Original test from the Kani suite (b) Modified test, verifiable by SoTERIA®'ST

Fig. 4. Example of a biased test in the Kani test suite, and a modification to make it verifiable by SOTERIARST

not being checked, e.g. not checking for address overlap between function arguments and return
address, or not checking the validity of &dyn Trait upcasting. The failures in Kani are mostly due to
trigonometric intrinsics (such as cosf32 or logief32) being implemented with insufficient precision,
or to limitations around float operations (SMT-LIB does not handle NaN patterns accurately).
Thanks to SOTERIA, a first-year PhD student developed a competitive SE engine for Rust in
merely eight person-months. The limitations of Miri are due to its concrete nature and are hardly
fixable, and those of Kani are due to its incomplete support for Rust semantics, which though
fixable, require a significant engineering effort. By contrast the limitations of SOTERIA®"T are due
to missing features that can be added with little friction, given the modular design of SOTERIA.

Test Bias. We note that both Kani and Miri suites are biased towards their respective tools. For
instance, consider the test for the ctpop intrinsic in the Kani suite, shown in Fig. 4a, which counts
the number of 1 bits in a given number x. Both Kani and SOTERIA®"T pass this test, but the test
is biased towards the strengths of Kani. Specifically, despite the branch (if-condition) in the loop,
CBMC easily merges the branches into a single path. By contrast, SOTERIA®®T currently has no
such branch merging capacity and branches on every loop iteration, leading to 22 paths for a
128-bit integer. However, as shown in Fig. 4b, a simple modification (where we drop the ‘if” and
use wrapping_add to avoid checking for overflow) eliminates branching and allows SOTERIA®™T to
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Tool BinaryHeap BTreeMap LinkedList Option Result Vec VecDeque Total
Kani 1 1 0 14 16 8 1 41
Kani (unwind.) 4 2 7 15 16 9 5 58
SOTERIARVST 6 8 8 15 16 11 8 72
Total Tests [3 8 8 15 16 11 8 72
70 4 e
]
60 200 f//
» D0 2
Z Z 150 1
% 101 %
g . I Tools E 4
£ 30 r SoreriaRVST € 10 Tools
20 === Kani SoreriaRVST
104 Kani (Unwinding) 501 === Kani
""" Total =++++ Total
0 : : : : 0 : : : : :
0 2 4 6 8 10 0 100 200 300 400 500
Time (s) Time (s)
(a) Tests passed in the DS suite over time (b) Tests passed in the finetime crate over time

Fig. 5. The DS suite results with a timeout of 10s (above); tests passed over time by each tool (below).

verify the property in significantly less time. SOTERIA®"T runs the modified test faster than Kani:

Kani passes the first test in 24.5s and the modified test in 14.7s, while SOTERIA®T times out on the
first test and passes the modified test in 1.1s.

Similarly, as we show in §4.2.2, code patterns such as heap-intensive code and pointer manipula-
tion (which are ubiquitous in real-world Rust code) degrade the performance of Kani significantly.
Our case study in §4.2.2 suggests that SOTERIA™T handles these patterns more efficiently. We
discuss path-merging versus path-exploration more extensively in §7.

4.2.2 Data Structures Tests (DS Suite). To showcase the performance of SOTERIA®”T on real,

unbiased code, we wrote a number of symbolic tests for several Rust data structures, including
Vec, LinkedList, BTreeMap, BinaryHeap, VecDeque, Option, and Result. The tests (72 in total) create
data structures with an arbitrary size up to a bound and perform a number of operations such as
inserting, removing, and accessing symbolic elements. We present their results in Fig. 5, run with a
10-second timeout, and their survival graph in Fig. 5a. As these tests are inherently symbolic, we
did not run Miri on them (Miri cannot run symbolic tests).

While SOTERIA®ST passes all tests in 6.6 seconds, Kani only passes 41 (resp. 58) without (resp.
with) loop unwinding annotations (#[kani: :unwind(N)1); SOTERIA®"ST ignores these annotations. We
use the minimum unwinding value that ensures no branches are missed. Furthermore, we run
Kani without validity and undefined memory access checks; with these enabled, the tool gives up
on the majority of tests, due to incomplete support of uninitialised memory checks. We run Kani
using CaDicaL [8] as the underlying SAT solver; we observed no notable difference when using
Kissat [9] instead. As shown, SOTERIA®"T is faster on DS tests, while performing a deeper analysis
with validity, undefined memory access, and Tree Borrow checks.

We highlight that these tests were written with no knowledge of Kani limitations and with no special
accommodations to advantage SOTERIA™"". In particular, to eliminate bias towards SOTERIA®"T, we
removed ourselves from the test writing process and used an Al pair programmer to generate them;
we present the Al prompt we used in the extended version [59]. The only adjustment we made was
to the size bounds of the data structures to ensure the tests complete in a reasonable time.
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4.2.3 Real World Usage. We compare SOTERIA®"®" with Kani on finetime [56], an efficient and

high-precision time keeping library. We used the version from commit f5962b8. The crate has
237 symbolic tests using the Kani interface, which test the panic-freedom of various calendar
conversions, the accuracy of rounding durations, and the correctness of round-trip conversions
between time representations. We note that the finetime tests were written for Kani, and they may
thus be biased towards its strengths.

We present the results in Fig. 5b. Neither SOTERIA®®T nor Kani fail; Kani passes the slowest
test in 515s, while SOTERIARYST times out on 11 tests (with timeout set to 530s). In all 11 cases,
SOTERIA™T gets stuck waiting for the solver (Z3 [18]) to resolve queries involving signed remainder
and division operations on bitvectors, which are a known limitation of SMT solvers.

Despite limitations around signed operations, SOTERIA®"®" is competitive with Kani on real-
world code, even when bit operations are heavily used. We plan to improve the support for these
operations in future work, with formally verified reductions to simpler operations [7].

We have also used an Al agent to write symbolic tests for a variety of real-world Rust libraries.
This allowed us to find a case of potential UB in the hashbrown crate [48], which implements hash
maps and sets, and is used in the Rust standard library; it is also the second most downloaded Rust
crate [49]. We submitted a pull request to fix the issue, which has since been merged.!

RUST

5 SOTERIAS: SOTERIA for C

We develop SOTERIA®, a symbolic execution (SE) engine for C that can perform both whole program
symbolic testing (WPST) and fully automated, bi-abductive bug detection. We present an overview
of its infrastructure and evaluate its performance and bug-finding capabilities against existing tools.

5.1 Architecture and Engine

We use Cerberus [39] to parse C and de-sugar it into AIL, which is close to the abstract C source, but
with all types checked and canonicalised. Much like SOTERIA®®T, SOTERIA® is defined by recursively
traversing the source AST. The two core functions of the engine, eval_stmt (evaluating a C statement)
and eval_expr (evaluating an expression) return an InterM.t monad value, which is obtained by
applying the state monad combinator to the Symex.Result monad. Intuitively, InterM.t is an SE
monad where each branch may either be successful or erroneous, and where each branch carries
an additional state corresponding to the C heap. For example, evaluating if is as shown below.

First, the guard cond is evaluated, obtaining
the symbolic value v. C expressions evaluate

let rec exec_stmt = function
to an ‘aggregate’ value, which is either abase | Ailsif (cond, then_stmt, else_stmt) —
value (integer, float or pointer) or a structure; let* v = eval_expr cond in
therefore, v must be cast to a symbolic boolean letx v = cast_aggregate_to_bool v in

if%sat v then exec_stmt then_stmt

using cast_aggregate_to_bool. Finally, we call
& =SEE[CEaREom Y else exec_stmt else_stmt

ifgsat to evaluate the ‘then’ and ‘else’ state-
ments depending on the satisfiability of v.

Bi-abduction and Bug Finding. We implement ‘fix-from-error’ bi-abduction, adapting existing
work [5, 23, 35] to SoTERIA. The main novelty of our approach lies in formulating the transformation
from standard SE to bi-abductive SE as a state monad transformer, which we distribute as part of
the SoTERIA library in the state module. We elide the details of this transformer for lack of space,
though it is defined and proven in Ayoun [5].

Thttps://github.com/rust-lang/hashbrown/pull/692
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Table 1. Whole-program symbolic testing (WPST) results on Collections-C with shortest times highlighted.

Folder Tests CBMC (s) Gillian-C (s) SOTERIAC (s)
array 21 131.45 15.43 11.39
deque 34 278.47 23.89 11.41
list 37 134.94 25.85 23.73
pqueue 2 2.27 1.42 1.12
queue 4 4.33 2.73 1.42
rbuf 3 3.13 2.08 1.00
slist 37 48.03 25.40 15.28
stack 2 2.16 1.36 0.77
treeset 6 180.00 4.28 2.85
treetable 13 390.00 8.97 5.57
Total 159 1174.78 111.41 74.54

As with Pulse [32], automatic bug finding works by first running bi-abductive SE to generate
function summaries, and then applying a ‘manifest bug’ criterion to the summaries that have an
erroneous post-condition to determine whether a bug should be reported to the user.

5.2 Evaluation

We evaluate SOTERIA® on Collections-C, used by Gillian-C to evaluate WPST and bi-abduction [5,
22, 35]. We run all benchmarks on a MacBook Pro (M4 Pro, 14 cores, 32GB RAM).

Whole-Program Symbolic Testing (WPST). We run SOTERIAS, Gillian-C and CBMC on the same 159
symbolic tests as Fragoso Santos et al. [22], with a timeout of 30s per test, and compare their results.
We run the three tools with options that, we believe, provide a fair comparison with SOTERIA® in
terms of number of checks.? In particular, all three tools are run such that there is no limit on the
number of explored paths, meaning that all feasible branches are explored (the tests are written to
be bounded). We present the performance results in Table 1.

Note that these tests were written by the
Gillian-C authors, and thus they are subject to
bias (towards Gillian-C), as we described above Tool Pass Fail (FN) Fail (FP) Crash Timeout
in §4. SOTERIA® runs faster than Gillian-C on all

Table 2. The WPST result categories on Collections-C

SoTERIA® 159 0 0 0 0
tests; this is despite the fact that, unlike SOTE- Gillian-Cc 156 3 0 0
R1AC, Gillian-C does not perform integer over- CBMC 124 2 2 1 30

flow checks. Both SoTERIA® and Gillian-C run
significantly faster than CBMC. However, as these tests are (potentially) biased towards Gillian-C,
further evaluation is needed to compare the tools on tests written for SOTERIA and for CBMC.
Moreover, CBMC times out on 30 of the (159) tests (with the timeout of 30s). As such, 900s of the
total ~1190s taken by CBMC is spent on timed-out tests.

Moreover, as shown in Table 2, SOTERIA® performs a more accurate analysis than both Gillian-C
and CBMC. Specifically, all bugs found by Gillian-C and CBMC were also found by SoTERIA®; that
is, to our knowledge SOTERIA® has no false negatives (FNs, missed bugs which were found by at
least one other tool). On the other hand, Gillian-C and CBMC have three and two FNs, respectively.
In the case of Gillian-C, two of the FNs occur because the Gillian compiler optimises away bugs

2Specifically, we run Gillian-C with default options, and we run SOTERIA® with --alloc-cannot-fail --infinite-fuel
--havoc-undef --cbmc. We run CBMC 6.8.0 (Nov 5th 2025) with the --bounds-check --pointer-check --div-by-

zero-check --pointer-primitive-check --unwind 10 --drop-unused-functions --signed-overflow-check --

pointer-overflow-check --float-overflow-check --unwinding-assertions --no-malloc-may-fail.
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due to accessing uninitialised memory; the reason for the third FN in Gillian-C is unclear to us.
Similarly, CBMC misses the same two bugs as Gillian-C due to accessing uninitialised memory;
this is because CBMC does not check for accesses to uninitialised memory.

Moreover, SOTERIA® and Gillian-C have no false positives (FPs), do not crash and do not time
out. However, as discussed above, CBMC times out on 30 of the tests and crashes on one. Lastly,
CBMC reports two FPs; i.e. CBMC reports two bugs where there are none. This is because CBMC
performs over-approximate (OX) analysis that is not always precise enough for bug detection.

Automatic Bug Finding. We evaluate the performance and ability of SOTERIA® to find bugs in
Collections-C automatically, and compare it with Pulse [32] (version 1.2.0). We run Pulse with
--pulse-only -j1 to activate only the Pulse analysis with a single thread. Both SOTERIA® and Pulse
find the same bug, which we have confirmed to be a true positive; we submitted a pull request to fix
it upstream, which has been accepted. SOTERIA® is competitive with Pulse in terms of performance.

Thanks to the Stats utility of SOTERIA, we can provide a de- Table 3. Results of bi-abductive bug
tailed break-down of the analysis performed by SOTERIA® in  fihding on Collections-C.
2.57s. Specifically, SOTERIA® spends: 0.35s parsing and desug-

aring the source code; 1.35s analysing the 578 functions in the  Tool Time (s) Bugs found
codebase (containing assorted control flow) and generating 2364  gorggia®  2.57 1
summaries (each summary corresponds to one explored satis- pylge 2.52 1

fiable path); and 0.60s performing “manifest bug” analysis on
these summaries, isolating the single true positive bug report. The whole process runs through
54,925 ifxsat calls, performing 10,503 sat checks that are not immediately simplified.

We do not compare SOTERIA with Gillian-C because Gillian-C does not implement a ‘manifest bug’
analysis (needed for identifying true positive bug reports) and only produces function summaries.
Specifically,Gillian-C produces (on Collections-C) over 4000 bug summaries, and thus (without
a manifest bug analysis) manual inspection is infeasible. Moreover, Gillian-C runs significantly
slower: Gillian-C takes ~62.8s, while SOTERIA® and Pulse take ~2.57s and ~2.52s, respectively. The
data provided in this paragraph for Gillian-C is extracted from Lo6w et al. [35].

In the future we would like to evaluate SOTERIA® on a larger and more diverse set of C benchmarks.
Nevertheless, in merely three person-months, we implemented a symbolic C engine that can perform
WPST and bi-abductive bug finding. This is thanks to the flexibility and reusability of SOTERIA.

6 Formalisation

We formalise the symbolic execution (SE) monad that underpins SoTERIA. Our formalisation is
closely inspired by existing formalisations [28], with the main novelty being the support for under-
approximating monadic SE. It provides a formal, mental model of the SOTERIA implementation,
and client implementations of the symex interface must be correct against this formalisation.

Values and Symbolic Variables. Recall from §2 that SE uses symbolic variables to represent multiple
values at once. SOTERIA is parametric on the values desired for execution, supplied by the user.
As such, we assume the user provides a set of values, Val, together with a set of sorts T > ¢ with
T £ P (Val). We also assume a countably infinite set of variable identifiers, Varld, and define
symbolic variables X,y € X £ Varld X T (as a convention, we denote symbolic entities with a hat)
as pairs of a variable identifier and a sort. We write X : 7 to denote that X is of sort 7.

Symbolic variables and concrete values are connected through symbolic interpretations, ¢ €
T 2 X — Val, defined as partial maps from symbolic variables to values, enforcing the following
well-sortedness invariant: for all X, v, if ¥ : 7 and ¢(X) = v, thenov € 1.
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Symbolic Abstractions. Given a set A, a symbolic abstraction over A, a € Z, is an object that is
interpreted as a set of elements of A under some ¢. Formally, there must exist a relation |= C 7 XA XA
such that ¢, a |= @ means that a is one of the possible values represented by a under interpretation «.

A simple example of symbolic abstraction is symbolic values, which are symbolic abstractions
over the set of values Val. Symbolic values can also be built by lifting operators over values to
symbolic values in the natural way. For instance, the value X + 1 is the symbolic value that represents
the singleton set {e(X) + 1} under interpretation ¢. Similarly, symbolic maps as presented in §3.3
are symbolic abstractions of finite partial maps. In general, the Data module of SOTERIA contains
implementations for symbolic abstractions over data stuctures.

Symbolic Booleans and Solvers. To define the SE monad we need the notion of symbolic booleans,
B 5 x, which are symbolic abstractions over booleans B. A symbolic boolean x is satisfiable, denoted
SAT (), if there exists an interpretation ¢ such that ¢ true |= x. Conversely, it is unsatisfiable,
denoted UNSAT (), if there exist no such interpretation.

A solver is an oracle that can determine the satisfiability (or unsatisfiability) of symbolic booleans.
In practice, however, solvers are not perfect. For instance, SMT solvers are often based on incomplete
theories and may return UNKNOWN when queried. To address this, we interpret UNKNOWN
results approximately, based on the analysis mode m, which may be under- (UX) or over-approximate
(OX). Specifically, SE in UX must not deem an infeasible path as feasible, and thus it must interpret
UNKNOWN as UNSAT. Conversely, SE in OX must interpret UNKNOWN as SAT. We generalise
this by defining m-approximate solvers SAT,,, where m € {OX, UX}, such that:

SAT(r) = SATox(r)  and  SATux(r) = SAT(x)

Remark 1. Another practical consideration that tends to be ignored by existing formalisations of
symbolic execution is that of partial functions. Specifically, SMT-LIB-compatible solvers such as Z3
or CVC5 consider partial functions as unspecified when applied outside their domain. For instance,
Z3 deems the expression § = x/0 to be satisfiable for all X and ¥, because division by zero makes
the expression unspecified, not undefined. Therefore, the symbolic boolean x/0 must be viewed as
a symbolic abstraction that can be interpreted to any integer under any interpretation.

Branches. A branch, (a | m) € (A | E), is a pair comprising a result value a € A and a path
condition (a symbolic boolean) 7 € B. We can now define the SE monad as follows:

Symex(A) £ B — P((A | B)) return(a) £ Ax. {{a | 7)}

bind(m, f) = Az. {<b | 7”7} | {a | 7") € m(m) A (b | n’) € f(a,7")}
The return function returns a single branch containing the given value and does not modify the
path condition. The bind function takes each branch of the first computation and feeds its value
and path condition to the second computation, collecting all resulting branches. We can similarly

define other operations in the Symex interface; e.g. we can define nondet and if%sat as follows:
nondet(r) 2Ax. {(x | #)} where X : ris fresh

branch_on(b, t,e) 2Ax. (t(x A b) if SAT (7t A b) else 0) U (e(rr A —b) if SAT,, (A =b) else 0)
That is, as described in §3, symbolically executing a branch adds the guard (5) and its negation
(—j?\) to the path condition and executes the corresponding branch if the resulting path condition is
satisfiable; otherwise, it discards the branch. If both are satisfiable, it explores both branches.

Soundness. We define soundness for a SE computation, i.e. a function A — Symex(§), with
respect to a nondeterministic computation, i.e. a function A — P (B). We define both OX and UX
soundness (respectively desirable for verification and bug finding) in the extended version [59].
Let f : A — P(B) be a nondeterministic function, A and B be symbolic abstrations over A and B,
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and f: A — Symex(B). Intuitively, a function f is OX-sound with respect to f, written fﬁox fiif
each outcome of f is covered by a branch of ]? (is also an outcome of ]?) We define UX-soundness
analogously; we elide the formal definitions here and present them in the extended version [59].
A simple example of a both OX- and UX-sound symbolic computation is nondet, which is sound
with respect to the nondeterministic function that returns all values of the given sort. More complex
symbolic computations are built by composing simple symbolic computations using bind and
branch_on. We show that these two operations preserve soundness. Specifically, Theorem 6.1 (proof
in the extended version [59]) states that (1) composing two m-sound symbolic computations using
bind yields an m-sound symbolic computation (this ensures the soundness of sequentially compos-
ing computations); and (2) branch_on is a symbolic lifting of the concrete if...else... construct.

THEOREM 6.1 (SOUNDNESS PRESERVATION). For all f,f,g, g,a,a,b, b and all modes m € {OX, UX}:

(1) i ]?jm fandg =y, g, then g = ]?ﬁm g >=> f, where p => q = Ax. bind p(x) q, denoting the
Kleisli composition (‘fish’) operator.

(2) Leth 2 if b then faelsega and h (b, @) 2 branch_on E(fa (g a@). Ifbranch_on uses an
m-approximate solver, ]?jm fandg =, g, then h Zm h.

7 Discussion, Limitations and Future Work

We begin by discussing the advantages of two key design decisions we made in SOTERIA, namely
(1) implementing SOTERIA as a shallowly-embedded library in OCaml; and (2) implementing
“symbolic execution” (SE), rather than “symbolic compilation” that performs path merging and
generates a single formula. We then proceed with discussing the limitations of SOTER1A, which
naturally lead to possible avenues of future work.

7.1 Key Design Decisions in SOTERIA

Soter1iA in OCaml. Unlike most reusable SE, which provide a single intermediate language (IL) to
analyse many languages, SOTERIA is a implemented in OCaml, providing base abstractions (the SE
monad) and reusable components (symbolic computations and data structures) to build custom SE
engines for different languages. While we have demonstrated that this method is effective (at least
for Rust and C), we point out one additional advantage of this approach.

Specifically, by forgoing an IL, we can leverage all features of our host language (OCaml) when
implementing engines. For instance, in our implementation of BV_value, we make extensive use of
OCaml’s ability to attach ghost types to values, allowing us to ensure e.g. that ill-typed expression
cannot be constructed. Doing so in an IL would require implementing a custom type system
from scratch, requiring substantially more work and likely leading to a reduced expressiveness in
comparison to OCaml’s mature type system. Another example is our use of OCaml’s module system
which allows us to use functors, thereby seamlessly enables us to make an engine parametric on
various choices, including the choice of the symbolic state representation, or the symbolic pointer
representation. Using an IL, one would have to embed this parametricity in the IL itself.

Symbolic Execution versus Symbolic Compilation for Bug Finding. SOTERIA performs symbolic
execution: it explores all feasible paths of the program separately and generates a formula for each
path. An alternative approach is to perform symbolic compilation, where the engine performs
path merging and generates a single formula for the whole program. Nevertheless, we believe it is
possible in SOTERIA to implement path merging on a given object of type 'a Symex.t (a computation
that yields a value of type 'a), as long as a function merge: Value.t — 'a — 'a — 'a is provided;
this is in line with the approach taken in Grisette [37].

However, existing data suggests that while symbolic compilation shines when merging path
conditions over simple values such as bitvectors (as in the ctpop example of Fig. 4), it does not
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perform as well when merging path conditions over expressions that characterise more complex
data structures, e.g. objects in the heap, which can overwhelm the solver. An example of the latter
is inserting n non-deterministic integers into a Rust BTreeset and checking that the resulting set is
ordered. For n = 3, SOTERIA®YT explores 13 paths in 2.09s, while Kani merges all paths into a single
SAT instance of ~50M variables, taking 691s to solve; for n = 6, SOTERIA®"ST explores 4,683 paths
in 456s, while Kani exceeds a two-hour timeout (see the extended version [59] for more details).

Moreover, we envision SOTERIA being used primarily to implement bug detection (rather than
verification) tools, where path merging may lead to imprecise abstractions [2]. In the bug detection
setting we believe that path exploration is more effective, and it is the approach taken by the
industrial bug detection engine Infer.Pulse [43, 46].

7.2 Limitations and Future Work

Semantic Coverage. SOTERIA®T and SOTERIA® do not currently support various features such as

concurrency (through the async/await constructs), FFI calls, or inline assembly. In the future, we
will extend the coverage of both interpreters by exploring foreign calls between C and Rust and
leveraging both interpreters. We will further explore how to leverage the guarantees offered by the
semantics of Rust to support bug finding in concurrent code that uses async/await constructs.

A main roadblock in extending our coverage thus far lies with the frontends we use. For instance,
Cerberus (our SOTERIA® frontend) does not currently support several built-in atomic operations used
by widely-used libraries such as libgit2 . These operations are not part of the C11 standard; they
are compiler-specific extensions provided by Clang and GCC. Lack of support for these operations
limits the applicability of SOTERIAS, as it prevents extracting an AST for C programs using them.

Solvers. While we provide blueprints and a clear signature for custom new values and solvers, we
believe a substantial part of the required work could be automated through meta-programming. In
the future, we will create a DSL to specify new symbolic values, their operations, and simplifications
that can be extracted to interactive theorem provers to be proven sound. We will further provide
reusable types with libraries of simplifications for common symbolic values such as bitvectors.
Finally, we will explore adjusting the settings and default tactics of Z3 to improve performance on
our generated queries, and we will explore other solvers as well.

Polymorphic and Compositional Reasoning for Rust. We will extend SOTERIA®®T to support
executing polymorphic functions, leveraging its parametric design and its Charon frontend. This
will allow executing symbolic tests that model execution for all type instantiations of a polymorphic
function. We will then explore compositional bug finding for Rust by leveraging this polymorphic
support and the existing bi-abduction support in SOTERIA.

Lean. Our current SOTERIA implementation benefits from our extensive knowledge of OCaml
for efficiency and ease of maintainability. However, since SOTERIA is a functional library, it can be
implemented in any functional language with support for monads. In the future, we will explore
re-implementing SOTERIA in Lean. We will explore other, better-suited optimisations, leverage
Lean’s powerful meta-programming capabilities, and investigate the interaction between symbolic
execution and interactive theorem proving in this setting.

8 Related Work

Monadic Symbolic Execution. Previous work has explored using monads to structure SE engines, in
more theoretical settings. Darais et al. [17] propose a methodology to lift a definitional interpreter
for a given language written in a monadic style into various abstract interpreters, including a
symbolic one, but do not explore an implementation for a real programming language, or how
to optimise it. Keuchel et al. [28], on the other hand, present a monadic approach mechanised in
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Rocq and implement in KATAMARAN, a tool for proving ISA security properties. While KATAMARAN
comes with a mechanised proof of soundness, its main aim is to improve the proof engineering
experience inside Rocq. They do this by using a deep embedding of path conditions that enables
manual simplifications without resorting to meta-programming, and their monadic approach is not
executable. SOTERIA, in contrast, explores an executable and reusable approach to monadic SE.

Owi [1] is an SE tool for Wasm that uses a similar monadic structure to SOTERIA. It is designed
for performant, parallel exploration of multiple paths — a capability we have not yet exploited in
SoTERIA. Unlike SOTERIA, Owi treats Wasm as a fixed IL for analysing programs compiled from C,
Rust, Zig, and so forth. As such, unlike SOTERIA®T, Owi does not support Rust-specific features
such as Tree Borrows, because the resulting Wasm code lacks the necessary information.

Abstract Interpretation for Static Analysis. There are many scalable static analysers based on
abstract interpretation [14, 15, 29]. In particular, MOPSA [40, 41] is a multi-language analysis
platform (currently for C and Python) that (as with SOTER1IA) aims for modularity and reusability.
For instance, it uses OCaml features such as extensible variants to enable elegant reuse of transfer
functions across languages. Currently, MOPSA is a whole-program (non-compositional) static
analyser and targets OX analyses, whereas SOTERIA primarily focuses on UX bug finding.

Semantic Framework and Symbolic Lifting. Rosette [53, 54] extends Racket [52] with solver-aided
programming features, automatically lifting a concrete interpreter for a language written in Racket
into a symbolic one using symbolic compilation (that is, compiling the entire program to a single
SMT formula). Grisette [37] later formulated this approach, as well as various optimisations, using
a monadic approach, providing a functional programming library in Haskell. In principle, one could
encode analyses such as ours in Rosette and Grisette, though previous experiences have shown
that this approach struggles to scale to real world code [23, 50].

Similarly, the K framework [47] allows one to define the formal semantics of a language using
rewriting logic, and it has an SE backend for performing symbolic testing. However, defining
semantics in K entails substantial work: the KMIR project [16], commenced in 2023, aims to provide
a K semantics and SE for Rust; however, it does not support Tree Borrows and does not seem to be
ready for use — we could not find any existing symbolic tests.

Rust Analysis Engines. There are several tools for semi-automatic verification of Rust programs [3,
4,19, 21, 24, 26, 31, 33]. While they all provide more guarantees than SOTERIA®ST, they all require
manual user annotations to specify pre- and post-conditions, loop invariants, and at times even
tactics to guide the proof. Moreover, none support reasoning about Tree Borrows. Kani [57] is an
industry-grade, state-of-the-art symbolic testing tool for Rust, and it does so by compiling Rust
code to the CBMC IL [30]. We compared SOTERIA®"T and Kani at length in §4.

Bi-abduction and Bug Finding. To our knowledge, there are two tools that perform bi-abductive
SE for automatic bug finding: Infer [11, 32] and Gillian [22, 35, 38]. Infer is an industrial-strength
tool by Meta that supports multiple languages. However, Infer is based on a single IL, SIL, leading
to complex compilers. As such, extending Infer to a new language often requires modifying Infer
itself by writing ‘models’ for some functions directly in OCaml. Gillian is the framework that is
closest to our goal of adapting the tool to each language. Gillian allows one to override the notion
of memory model directly in OCaml for each source language. However, Gillian still relies on an
GIL, its IL, and each language instantiation must provide both a complex compiler to its IL and an
OCaml implementation of all state operations. In addition, Gillian’s expression language is fixed
and captures constructs that must be compatible with both JavaScript and C, leading to a complex
expression language that still requires constant decoding and re-encoding of values (which is our
leading hypothesis for its performance compared to SOTERIA).
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Data-Availability Statement

We provide the full implementation of SOTERIA described in this paper, as well as all the benchmarks
and scripts used to reproduce the results in this paper in the accompanying artifact, available at
https://doi.org/10.5281/zenodo.19856235 [6].
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